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Abstract

Until about fifteen years ago not many people are familiar with the subscription to and the use of Global System for Mobile Communication (GSM) Telecoms services in Nigeria. However, the deregulation of the Telecoms industry brought about the introduction of key players with some pros and cons. Some of the benefits the industry serve to users include, ease of communication, text messaging and easier access to surfing. In spite of this, not many users are aware of the volume of customer right abuses that go on as they use these platforms. Mostly, such violations occur in the areas of breaches of consumers’ privacy, confidentiality and trust.   This paper examines the types of privacy violations, breach of confidentiality and trust experienced by users of GSM Telecoms services in Nigeria. A structured questionnaire was used to collect field data from users of two foremost GSM Telecoms service providers in Nigeria The population of study was mainly students of the University of Ilorin, Kwara State.   The sample size constituted a total of one hundred and twelve students selected through purposive sampling technique. Findings from this study indicated high level of privacy violations, breach of confidentiality and trust of users by GSM Telecoms service providers in Nigeria. These violations occur in the form of misuse of customer data, sending unsolicited adverts and calls to customers. The paper concludes that these abuses will last until appropriate policy laws are enforced by relevant regulatory bodies and platforms that protect consumer rights is activated.
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1. Introduction
 The era of Global System for Mobile Communication (GSM) Telecoms services in Nigeria dates back to 2001 till now. Their emergence was as a result of the deregulation of Nigeria Telecommunications (NITEL) undertaken by the Federal Government of Nigeria due to problems of inefficiency and infrastructural deficiencies (Bakare, Elkanem & Allen, 2017). No doubt, the deregulation exercise brought about monumental changes in the telecommunications industry; at the same time history was made through milestone achievements recorded by most of the GSM service providers at the inception. These achievements include among others rendering effective and efficient services to the Nigerian populace. However, over a decade of being around, most of the GSM telecoms service providers are failing to meeting up with customers’ expectations due to several challenges such as technical hitches, network failures, instability in power supply, network congestion, poor network connectivity among others (Adegoke & Babalola, 2011).
The evolvement of GSM telecoms service providers opened several opportunities for Nigerians and Non- Nigerians especially in the area of investment and employment in the country. Apart from this, it brought about keen competition amongst the service providers, which contributed to the rendering of unparallel and exceptional services at the inception of these organizations.   Also, individuals and corporate organizations also benefited through the production and sale of bye-products such as mobile phones, recharge cards, SIM (Subscribers Identity Module) cards, modems and phone accessories (Ojo, 2011). The mobile phone market in Nigeria as of Sept, 2018, reached 242,749,755 (https://ncc.gov.ng/stakeholder/statistics-reports/subscriber-data) revealing a monumental increase in the total number of mobile phone internet subscribers since inception of these operators.  Without any gainsaying, GSM telecoms providers in Nigeria have caused a turnaround in the telecoms industry due to several benefits gained by users such as ease of communication, text messaging and easier access to surfing (Tella, Adetoro & Adekunle, 2009). For instance, an average Nigerian can perform several functions on his/her mobile phones irrespective of location or distance.  
In rendering effective services, GSM telecoms providers usually collect, process and store personal identifiable information (PII) of their users as mandated by Nigerian Communications Commission (NCC). NCC is one of the regulatory agencies that ensure that GSM telecoms providers operate within the rules and regulations governing their operations. However, due to the lack of a legislative framework on data protection in Nigeria as opined by Jemilohun & Akomolede (2015) that over time most of the GSM telecoms providers commit offenses wittingly by the misuse of users’ personal identifiable information in their custody, thereby violating customers’ privacy. Jemilohun & Akomolede (2015) reported that “lack of an enforcement agency in Nigeria, had contributed to the violations entrenched by most of the GSM telecoms companies”. The implications of these kinds of violations had led to series of breaches of confidentiality and trust of users. Unfortunately, Nigerian citizens are ignorant of their rights to privacy and the misuse of their personal identifiable information (PII).  Due to the non- existence of a robust legislative framework for data protection in Nigeria and consumers’ protection rights, users’ rights are  easily violated without any form of restraints on the part of the service providers. In the light of the above, the main aim of this paper is to unravel the various privacy violations, breaches of confidentiality and trust experienced by users of two foremost GSM telecoms providers in Nigeria. This paper will further delve on the concept of privacy violations, breach of confidentiality and trust. Furthermore, this paper will identify various ways users’ rights can be duly protected. Lastly, conclusion and recommendations will equally be made.     
2. Concept of Privacy

Privacy literally connotes freedom of being let alone or freedom from interference by government or from surveillance and monitoring. Privacy denotes a fundamental human right as reflected in the constitution of most countries. In the Nigeria’s constitution, section 37 of the 1999 Constitution of the Federal Republic of Nigeria provides that “The privacy of citizens, their homes, correspondence, telephone conversations and telegraphic communications is hereby guaranteed and protected.”  By implication, every Nigerian citizen has a right to privacy covering the specified areas. However, privacy, in terms of having the freedom to determine who accesses one’s personal information was excluded in this caption. Another perspective to privacy is the right to protect one’s personal identifiable information. In other words, privacy is the right to control or influence what information is collected, stored and by whom and to whom information may be disclosed (International Telecommunications Union, 2003).  Privacy  is also associated with technical terms such  as cryptography which ensures that data or information is not disclosed to a third party, but rather access  is restricted to  or protected from misuse (International Telecommunications Union, 2003). 
In the context of GSM Telecomm service providers in Nigeria, they are guided by rules and bills protecting misuse or abuse of customers’ rights. Unfortunately, these rules or guidelines are not followed strictly due to non existence of enforcement machinery. Some of these bills include Data Protection guidelines principles, National Information Technology Development Agency (NITDA) Draft guidelines and Computer Security and Critical Information Infrastructure Protection bill (CSCIIP). A critical look at each of these bills revealed several gaps in the area of enforcement and implementation (Jemilohun & Akomolede,  2015). Up till now, enforcement machinery has not been put in place by the Federal government to address issues of misuse of PII and series of privacy violations experienced by users of GSM Telecoms Service providers.

2.1 Privacy Violations by GSM Telecoms Service Providers in Nigeria

Since the emergence of GSM service providers in Nigeria, the right to privacy of individuals has been violated through several ways. Privacy violations may occur intentionally or unintentionally, since there are no stringent policies guiding the use of personal identifiable information.  Privacy violations involve unauthorized collection, use, disclosure or disposal of personal information (Acquisti, Friedman & Telang, 2006).  It could be referred to as intruding into the private space of individuals without their permission. Based on the researcher’s opinion, with reference to GSM service providers, privacy violations can occur in the form of sending unsolicited text messages, calls and adverts to their users without their consent therefore, constituting nuisance. In a paper titled “ Regulation for Data Protection in Nigeria: A Call for Legislative Framework” by Jemilohun & Akomolede, (2015), it was revealed that most of the GSM telecoms service providers do not respect the right to privacy of citizens due to series of unsolicited messages sent to their phones daily.  However, these violations can be checked and minimized to the barest minimum if the rules governing the use of personal information are made public, therefore preventing misuse on the part of the service providers and safeguarding the interest of the public.
2.2 Breach of Confidentiality and Trust of Users by GSM Telecoms Service Providers
The concept of confidentiality entails protecting an individual’s privacy by securing adequately the information that had been divulged in a relationship of trust with the expectation that this information will not be divulged to third parties (National Human Genome Research, 2005). Confidentiality and trust are two sides of a coin, that is they are interwoven in nature, therefore, high level of confidentiality breeds high level of trust and vice versa. Confidentiality in business assures customers that they can rely absolutely on the judgment of the organization, and the belief that the organization will work in their best interest. This implies that the organization should not be involved or do anything that can hamper or destroy her customers’ trust.  In the case of GSM Telecoms Service providers in Nigeria, there are no empirical studies yet that had ascertained the level of confidentiality and trust of users. However, it can be said emphatically that due to several challenges facing these organizations, and in their bid to survive in this harsh environment, issues revolving around breaches of confidentiality and trust of users abound in varying dimensions. These challenges include epileptic power supply, systems breakdown, infrastructural deficiencies, network failures among others (Isiaka, 2010). In this paper, the various breaches of confidentiality and trust of users will be examined as a means of determining their level of conformance to rules and regulations governing the operations of GSM service providers. 
However, breach of confidentiality and trust occur whenever an organization fails to meet up with customers’ expectations. In this study, breach of confidentiality and trust of users is seen in the context of failure of GSM service providers in adhering to the rules and regulations governing their operations, thereby misusing customers’ personal information.  As a result of this anomaly, users are dissatisfied with the services rendered. Therefore, the degree of breach of confidentiality and trust of users by GSM service providers in Nigeria need to be ascertained to determine their level of performance and conformance to the rules governing their operations. 
Research Objective

The main purpose of this study is to examine privacy violations, breach of confidentiality and trust of users of GSM telecoms service providers in Nigeria. This study is guided by the following sub-objectives:

(i) To identify types of privacy violations encountered by users of GSM telecoms service providers in Nigeria.

(ii) To identify the various breaches of confidentiality encountered by users of GSM telecoms service providers in Nigeria

(iii) To identify the various breaches of trust encountered by users of GSM telecoms service providers in Nigeria

(iv) To suggest policy options in preventing privacy violations, breach of confidentiality and trust of users of GSM telecoms service providers in Nigeria.

Research Questions
This study is guided by the following research questions derived from the above objectives 
(i)What are the types of privacy violations encountered by users of GSM telecoms service providers in Nigeria?
(ii) What are the breaches of confidentiality encountered by users of GSM telecoms service providers in Nigeria?
(iii) What are the breaches of trust encountered by users of GSM telecoms service providers in Nigeria? 
(iv) To suggest policy options in eradicating privacy violations, breach of confidentiality and trust of users by GSM telecoms service providers in Nigeria.

3. Methodology
The methodology adopted for this study was a survey research design using descriptive statistics to analyze data. A structured questionnaire was designed to collect data, it comprised of three scales developed by the researcher. The field data was analyzed using the statistical package for social sciences (SPSS version 17.0).

3.1 Population of Study

The population of study comprised of mainly students from the Faculty of Communication and Information Sciences (FCIS), University of Ilorin, Ilorin.  Students were selected from three departments comprising Computer science, Information science and Telecommunication Science respectively. Students who were users of the two foremost GSM telecoms service providers were selected purposively for this study.

3.2 Sampling Technique
Purposive sampling technique was adopted for this study by selecting users of the two foremost service providers. This was done mainly to carefully select users that met the requirement for this study. 

3.3 Procedure for Data Collection
The researcher distributed a total of one hundred and fifty (150) copies of questionnaire to students in FCIS.  A total of One Hundred and Twelve (112) copies of questionnaire were returned valid and analyzed, therefore, constituting a rate of return of 75%  

3.4 Sample Size

A total of One Hundred and Twelve (112) students constituted the sample size of this study selected mainly from three departments in FCIS. Due to time constraint, data collection was limited to only students in this faculty.
3.5 Instrumentation
A structured questionnaire was designed to elicit responses from respondents. The questionnaire was divided into four sections. Sections A captured the demographic information of students, Section B majored on types of privacy violations comprising of four items which are centered on unsolicited calls, unsolicited text messages, unsolicited adverts and prank calls. Section C comprised of four items measuring breaches of confidentiality which focused on wrong access to PII by third party organizations, systems breakdown, inefficient services and low security of PII. Four items measuring breaches of trust constituted network failures, fraudulent charges deducted from customers’ account, privacy intrusion and unsatisfied services. Section D constituted open ended questions designed to capture information on protection of users’ rights.
3.6 Validity and Reliability of Research Instruments
The research instruments were used to capture the opinions of students on their GSM service providers. Three scales were used for this study namely: privacy violation scale (PVS), breach of confidentiality scale (BCS), breach of Trust scale (BTS) respectively. The research instruments were given to two experts in the field of information science to determine their face validity. The experts’ opinions revealed a high face validity of these scales after several reviews and corrections..
Furthermore, reliability measures were established on each of the scales to determine the extent to which it measures what it purports to measure. Cronbach Alpha of the three scales revealed the following scores: Privacy Violation Scale (0.63), Breach of Confidentiality scale (0.61) and  Breach of Trust Scale (0.7). The reliability measures reveal that the scales were relatively high ranging from (0.6 to 0.7).
4. Presentation of Results

Field data was analyzed using Statistical Package of Social Sciences (SPSS) version 16.0. The results of the analysis are presented below: These results are presented in line with the objectives of study outlined above. As shown in Table 1, the demographic information of respondents in this study revealed the following: 93 students ranged between 16 -25 years (83.0%), while 19 were above 25 years (17.0%).  Gender constituted 72 males (64.3%) and 37 females (33.0%).  The course of study comprised of 55 Information and Communication Science students (49.1%), 30 Computer science students (26.8%) and 22 Telecommunications Science students (19.6%) respectively. 63 (52.6%) used the first GSM providers while 6 (5.4%) used the second GSM provider. 43 (38.4%) combined users of the two foremost service providers.

Table 2 reveals the frequency of occurrence of privacy violations experienced by users of GSM service providers.  Privacy violations mostly experienced by majority of students include unsolicited text messages (75.9%), unsolicited calls (56.2 %) and unsolicited adverts (50.0%) respectively. This is an indication that users are being bored with information that is not needed or useful therefore constituting nuisance to the users.
Table 1: Demographic Information of Respondents

	Age
	Frequency
	Percentage (%)

	Between 16 – 25 years
ABV 25 years
	93
19
	83.0
17.0

	
	
	

	Gender
Male
Female
	72
37
	64.3
33.0

	
	
	

	Course of Study
ICS
CSC
TCS
	55

30

22
	49.1

26.8

19.6

	
	
	

	GSM Provider
Users of Service Provider 1 
Users of Service Provider 2
Users of Both Service Providers
	63

6

43
	56.2

5.4

38.4


Table 2: Frequency Distribution Table Showing Types of Privacy Violations Experienced by Users of GSM telecoms service providers

	Types of Privacy Violations
	SA (F %)
	A (F  %)
	D (F%)
	 SD  (F   %)

	I always receive unsolicited calls on my phone from my service provider.
	63 (56.2)
	45 (39.3)
	5 (4.5)
	-

	I often get unsoliited text messages  on my phone from my service provider.
	85 (75.9)
	24 (21.4)
	3 (2.7)
	-

	I often get unsolicited adverts on my phone  from my service provider.
	56 (50.0)
	49 (43.8)
	5 (4.5)
	1 (0.9)

	I receive a lot of calls from  my service provider on irrelevant subjects
	43 (38.4)
	39 (34.8)
	21 (18.8)
	7 (6.2)


Table 3: Frequency Distribution Table Showing breaches of confidentiality encountered by users of GSM telecoms service providers

	Breaches of Confidentiality
	SA (F %)
	A (F  %)
	D (F%)
	 SD  (F   %)

	I feel my personal identifiable information is accessed by other organizations based on the various   adverts I receive.
	15 (13.4)
	42 (37.5)
	44 (39.3)
	11 (9.8)

	My service provider had  asked me  to provide my  personal information again  due to thier  system’s breakdown.
	49 (43.8)
	30 (26.8)
	27 (24.1)
	6 (5.4)

	I feel  I am not getting what I bargained for  from my service provider(s).
	36 (32.1)
	48 (42.9)
	22 (19.6)
	5 (4.5)

	I feel that my personal information is not secured with my service provider(s) due to third party access 
	33 (29.5)
	50 (44.6)
	23 (20.5)
	5(4.5)


As shown in Table 3 above, breaches of confidentiality of user occurred in varying degrees. For instance, majority of users (43.8%) agreed that their service providers had asked them to provide their personal information for recapturing. Also, Majority of students agreed (42.9%) that they are not getting the services they bargained for from their service providers. Furthermore, in connection with the high level of unsolicited adverts from third parties, majority of students (44.6%) felt that their personal information is not secured with their service providers. On the contrary, majority of students (39.3%) disagreed that their personal information is given out to other organizations for advertorial purposed. This depicts that in spite of the various breaches of confidentiality experienced by users, some of the students still exhibited a positive attitude towards their service providers.  
Table 4: Frequency Distribution Table Showing Breaches of Trust Encountered by Users of GSM Telecoms Service Providers

	Breaches of Trust 
	SA (F %)
	A (F  %)
	D (F%)
	 SD  (F   %)

	Atimes,  I  experience network failures from my service provider (s).
	37 (33.0)
	56 (50.0)
	17 (15.2)
	1 (0.9)

	 I notice that fraudulent charges are often deducted from my account after  a call/SMS. 
	56 (50.0)
	37 (33.0)
	15 (13.4)
	1 (0.9)

	My privacy has  always being intruded upon by my service provider(s).
	22 (19. 6)
	47 (42.0)
	38 (33.9)
	3 (2.7)

	I am not satisfied with the services rendered by my service provider(s)
	39 (34.8)
	52 (46.4)
	16 (14.3)
	2 (1.8)


Table 4 above is a reflection of the different breaches of trust experienced by users of GSM telecoms service providers in varying degrees. Majority of users (50.0%) atimes experienced network failures from their service providers. Apart from this, 50.0% of the students also indicated that fraudulent charges are deducted from their account after a call or SMS. 46.4% of the users also indicated that they are not satisfied with the services rendered by their service providers.  On the whole, the breach of trust of users is relatively on the high side based on the identified indicators.   
5. Discussion of Findings

The findings of this study are discussed in line with the objective of study as indicated below:
The first objective of this study was to identify types of privacy violations encountered by users of GSM telecoms service providers in Nigeria. The results revealed the different types of privacy violations experienced by users of GSM telecoms service providers. These privacy violations occurred in varying degrees based on their responses. For instance, majority of students experience unsolicited text messages (75.9%), unsolicited calls (56.2 %) and unsolicited adverts (50.0%) respectively. This study has revealed that privacy violation is a common practice by most of the GSM service providers which need to be curtailed. Service providers may have their reasons for these occurrences, however users’ privacy are being intruded upon either intentionally or unintentionally.

The second objective of this study was to identify the various breaches of confidentiality encountered by users of GSM telecoms service providers in Nigeria. The result revealed a moderate level of breach of confidentiality of users. Majority of users (43.8%) agreed that they  provided their personal information for recapturing by their service providers. Also, 42.9% of the students expressed their dissatisfaction with the services provided by their service providers. Furthermore, in connection with the high level of unsolicited adverts from third parties as revealed in Table 1, 44.6% of the students agreed that their personal information is not secured with their service providers.  Again, this result has revealed that users’ personal identifiable information are being let out to organizations for reasons not known to users. The bottom line is that users’ information get to the hand of thirty parties without their consent. However, this has not been verified by the GSM service providers in question. An example of breach of confidentiality occurred when one of the GSM service providers mandated that their users re- registered after the normal registration had already been undertaken initially during the issuance of SIM cards. In order to ensure high level of confidentiality and prevent future occurrence, users’ information should be kept highly secured through several security mechanism such as backup, off-site data storage, encryption among others.     
The third objective was to identify the various breaches of trust encountered by users of GSM telecoms service providers in Nigeria.  Results revealed different breaches of trust experienced by users in varying degrees. Majority of users indicated various breaches such as regular network failures (50.0%), fraudulent charges deducted from users account after a call or SMS (50.0%), and non- satisfaction with the services rendered by the telecoms service providers (46.4%) respectively. Breaches of trust of users are bound to exist unless the several challenges confronting GSM service providers are handled painstainkingly and urgently. Some of these challenges include among others infrastructural problems, technical hitches, lack of manpower and so on.

On the whole, the findings of this study support Jemilohun & Akomolede, (2015) who posited that GSM telecoms service providers in Nigeria flagrantly violate citizens’ right to privacy.  Therefore, the lack of enforcement machinery that can monitor strictly the activities and operations of GSM telecoms service providers in Nigeria can be adduced to  the various privacy violations and breach of confidentiality and trust experienced by users.
Protection of Users’ Rights against Violations and Abuses 
Rights of users need to be protected from numerous abuses such as privacy violations, breach of confidentiality and trust, and misuse of personal identifiable information among others. The following suggestions can be undertaken to accomplish this important task.
Firstly, users should be enlightened by appropriate agencies through proper orientation programmes on their rights as users. When users know their rights, it will limit all forms of abuses by GSM service providers.
Secondly, consumer protection rights’ agencies should be set up by Government and managed by relevant authorities. These agencies will help in pursuing and defending the rights of users’ against all kinds of abuses. 

Thirdly, users’ right and all forms of abuses should be documented and made public as a form of enlightenment and deterrence to offenders. This will help in curbing customer abuses and violations.
Lastly, consumer complaint commission need to be established to look into matters concerning users’ rights violations.  Users of GSM services can seek redress through this commission in case their rights are being abused and violated.  

6. Recommendations and Conclusion

In view of the findings of this study, the following recommendations are made towards addressing privacy violations, breaches of confidentiality and trust of users by GSM telecoms service providers in Nigeria.

Firstly, independent enforcement machinery apart from NCC should be put in place to monitor and check the activities and operations of GSM telecoms service providers in Nigeria. The activities of service providers should be reviewed regularly to address issues of privacy violations and breaches of confidentiality and trust of users.   Penalties and sanctions should be meted out to service providers that fail to comply with the rules and regulations governing their operations. 
Furthermore, various bills initiated by the Federal Government such as Data Protection guidelines principles, National Information Technology Development Agency Draft guidelines and Computer Security and Critical Information Infrastructure bill among others should be passed into law by the National Assembly. Not only this, these rules should be enforced and reviewed to conform to best practices as it applies in developed economies.
In conclusion, privacy violations, breach of confidentiality and trust of users by GSM telecoms service providers will last until appropriate policy laws are enforced by government through relevant regulatory bodies.  Also laws that  protect consumers’ rights should be implemented and upheld by these agencies. 
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